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ÁPower Analysis (PA) is a concrete threat against 
embedded cryptosystems.

ÁAny naive implementation succumbs  to such 
attacks:

Public key primitives :
Modular exponentiation : RSA, DH, etc.

Scalar Product in Elliptic Curves Schemes: ECDSA, El Gamal, etc.

Secret key algorithms : 
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Á Improvement of the BRIP Power Collision  Analysis

Collision analysis on blinded messages.

ÁProposal for an efficient implementation of BRIP

Use Montgomery arithmetic to improve efficiency,

Sensitive to a combined Power Analysis :
SPA + D(C)PA can defeat this implementation.
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ÁRSA based on modular exponentiation :

s= m d mod n

s : Signature m : Message

n : Modulus (Public) d : Exponent (Private) 

Typically : |n| = |s| = |m| = |d| = k bits.

n usually equals to 768, 1024, 1536 or 2048
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Á Classical «Square and Multiply» algorithm :
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ÁTiming Attacks (TA) : 
Conditional branching :                
Not constant time :                              vs                              

ÁSimple Power Analysis(SPA) : 
Squaring power pattern is different from multiplication
Chosen message attack :                               

ÁStatistical Attacks (CPA, DPA) :
Making hypothesis on       gives ability to predict output 
value of                               or                                .

ÁNot exhaustive (Collision/Template Attacks/etc.) !
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Á SPA/D(C)PA/TA resistant :

Constant time

Data 
Randomization
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ÁComplexity : 2

Improvement : Implement BRIP exponentiation using 
k-ary method.

ÁNeed computation of an inverse modulo

Improvement : Use Montgomery modular arithmetic 
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Á Based on assumption: 

Ȱ%ÁÃÈ ÃÏÍÐÕÔÁÔÉÏÎ ÉÎ ÁÎ ÅÍÂÅÄÄÅÄ 0ÕÂÌÉÃ +ÅÙ )ÍÐÌÅÍÅÎÔÁÔÉÏÎ ÈÁÓ Á 
power signature characteristic from data manipulatedȢȱ

Á Ability to detect identical computations through power 
execution traces.

Collision Attack on BRIP (1/3)


