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Introduction

Power Analysis (PA) iscancrete threat against
embedded cryptosystems.

Any naive implementation succumbs to such
attacks:

Public key primitives:

Modular exponentiation : RSA, DH, etc.
Scalar Product in Elliptic Curves Schemes: ECDSA, El Gamal, etc.

Secret key algorithms:
$%3h ! %3h (-!#h AOAS
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Introduction Some previous attacks

P. C. Kocher..Timing attacks on implementations of Diflellman, RSA, DSS,
and other systems. CRYPTO 1996.

P. C. Kocher, J. Jaffe, and B. JDifferential power analystss #2904/ 0 i

E. Brier, C. Clavier, and F. Oliviearrelation power analysis with a leakage model
CHES 2004.

P-A. Fouque and F. ValettEhe Doubling Attackwhy upwards is better than
downwardsCHES 2003.

SM. Yen, WC. Lien, S. Moon, andHda. Power Analysis by Exploiting Chosen
Message and Internal CollisieMailnerability of Checking Mechanism for RSA
Decryption Mycrypt 2005.

F. Amiel, B. Feix, and K. Villeg&awer Analysis for Secret Recovering and Reverse
Engineering of Public Key Algorithi®aC 2007.
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Introduction Our Work

Improvement of the BRIP Power Collision Analysis
Collision analysis ohlinded messages.

Proposal for an efficient implementation of BRIP
UseMontgomery arithmetic to improve efficiency,

Sensitive to a&aombined Power Analysis :
SPA + D(C)PA can defeat this implementation.
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Introduction Reminder on RSA

RSA based on modular exponentiation :

s=m9modn
S: Signature m: Message
n: Modulus { ) d: Exponent Private

Typically : | = §| = | = 4| =k bits.
nusually equals to 768, 1024, 1536 or 2048
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A Naive Implementation

Classical &quare and Multiply algorithm :

Algorithm 3.1 Exponentiation from left to right
INPUT: Integers m and n such that m < mn, k-bit exponent d =

(d;ﬁ_-ld;ﬁ_g .. s (31(5{})2 d
OurpuT: ModExp(m,d,n)= m® mod n

Step 1. a=1

Step 2. for ¢ from £ —1to 0 do
a=axa modn
Ifd; =1 Then a=a x m modn

Step 3. Return(a)
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Power Analysis on Naive RSA

Timing Attacks (TA) :
Conditional branching
Not constant time

Simple Power AnalysiqSPA) :
Squaring power pattern is different from multiplication

Chosen message attackla=a <m mod ]

Statistical Attacks (CPA, DPA) :

Making hypotheS|s or. gives ability to predict output
value ofi=aa modn]  [E=am modn} -

Not exhaustive Collision/Template Attacks/etc.) !
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BRIP as countermeasure

)1 OO1T AGAAA T1 23! AU 9AlT 7T, E

SPA/D(C)PA/TA resistant :

Algorithm 3.2 BRIP Exponentiation from left to right
INPUT: integers m and n such that m < mn., k-bit exponent d =

dir_1di_9 . . .d;L{'ECuJQ
JuTPuT: BRIP_Exp(m,dn)= m? mod n

Step 1. If m =1 Return(1)
Step 2. f m=n—-1 Return(['—I‘J"’ECI mod 72)

Step 3] Choose a random value v and compute v~ mod n Data

Step 4 a =v, myp = L'_j' mod n, nmy = t.r_j.m mod n Randomization
Step 5. for ¢« from £ — 1 to 0 do

L= @ X« ' .
a=axa modn =) Constant time

a=a x md; mod n

Step 6. a =a x mq
Step 7. Return(a)

On The BRIP Algorithms Security on RSXISTP'08



BRIP Drawbacks

_ Step 5. for i from £ —1to 0 do
Complexity : 2| a=axa modn

a=ax mg, modn

Improvement : Implement BRIP exponentiation using
k-ary method.

Need computation of amverse modulo

Step 3. Choose a random value v and compute| v

Improvement ;. Use Montgomery modular arithmetic
Ol AAOA AT I BPOOAOEIT 1§ #EA
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Collision Attack on BRIP (1/3)

Based orassumption:

Ability to detect identical computations through power
execution traces.
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